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Identity, Access and Secret Management



Example service



Example service



Example service



Example service Multiple environments





Identity

SaaS/Web Services 
SSO with API 
SSO without API 
No SSO with API 
No SSO, without API 

EC2 user identity



SSO: 
SAML



SSO: SAML

• Google 
• Onelogin 
• Okta 
• Ping Identity 
• …

Providers:



SSO: OpenID

Dead end.



SSO: OpenID Connect (OAuth2 + OpenID)

• Google 
• Facebook 
• Okta 
• Ping Identity 
• …

Providers:



No SSO…



No SSO with API



SSO with API



No SSO, No API



Secrets Files



No SSO, No API

Password 
Management.



What 
about 
LDAP?



Die In a Fire, LDAP

nsscache



Die In a Fire, LDAP



Access controls

Ensuring 
least 
privilege



Access Control



Access Control



Access Control 
Docker



Access Control 
Docker



SSH management



SSH management



SSH management



SecretsLimiting 
footprint, 
scope, and 
access.





Hardcoded 
Secrets



Secret Management



GPG



Sneaker



Vault



Confidant



KMS Auth Tokentoken = kms_client.encrypt( 
    KeyId=‘alias/authnz’, 
    Plaintext=( 
        ’{“not_before”:“20160613T100000Z”,’ 
        ‘”not_after”:“20160613T110000Z”}’ 
    ), 
    EncryptionContext={ 
        ‘from’: ‘service-a’, 
        ‘to’: ‘service-b’, 
        ‘user_type’: ‘service’ 
    } 
)[‘CiphertextBlob’]



IAM policy  ‘confidant-authnz-encrypt’: 
    Version: ‘2012-10-17’ 
    Statement: 
      - Action: 
          - ‘kms:Encrypt’ 
        Effect: ‘Allow’ 
        Resource: ‘arn:aws:kms:us-east-1:1234:key/…’ 
        Condition: 
          StringEquals: 
            ‘kms:EncryptionContext:from’: ‘service-a‘ 
            ‘kms:EncryptionContext:user_type’: ‘service’ 
         StringLike: 
            ‘kms:EncryptionContext:to’: ‘*’ 



IAM policy  ‘confidant-authnz-decrypt’: 
    Version: ‘2012-10-17’ 
    Statement: 
      - Action: 
          - ‘kms:Decrypt’ 
        Effect: ‘Allow’ 
        Resource: ‘arn:aws:kms:us-east-1:1234:key/…’ 
        Condition: 
          StringEquals: 
            ‘kms:EncryptionContext:to’: ‘confidant-production’ 
            ‘kms:EncryptionContext:user_type’: ‘*’ 
         StringLike: 
            ‘kms:EncryptionContext:from’: ‘*’



Service to service auth



User to service auth



Bandit



Bandit



Thank 
You.
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