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Example service Multiple environments
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SSO: OpenliD

Dead end.




SSO: OpenID Connect (OAuth2 + OpenliD)
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{% for name, user in pillar.users.items() %}
{% if user.get("disabled", False) ¥} No SSO with API
{% set action = "absent" %}

{% else %}

{*% set action = "present"” ¥}

{% endif %}

Ensure pagerduty user {{ name }} i1s {{ action }}:

pagerduty_user.{{ action }}:
- name: "“{{ user.full_name }}"

- email: {{ user.email }}

Ensure github user {{ name }} is {{ action }}:
github.{{ action }}:
- name: "{{ user.github.name }}"
- email: {{ user.email }}
- fullname: "“{{ user.full_name }}"
{% endfor %!



SSO with API

{% for name in pillar['iam_groups'] %}
Ensure iam group {{name}} is present:
boto_iam.group_present:
- name: {{name}}
- users:
{% for username, user in pillar['users'].items() %}
- {{username}}
{% endfor %}
- policies_from_pillars:
- "iam_groups:{{ name }}’
{% endfor %}



No SSO, No API




Secrets Files

Twilio:
User: own
Password: me
Security questions:
What's your pet's name? fluffles

Stripe:
User: lol
Password: what?
Security questions:
Why do we even? We don't even.

credentials.txt




No SSO, No API

Password
Mahagement.
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# Shady looking variables, with high entropy values
ACCESS_TOKEN = "AKIA1WxxtmzKD78tmCP8tIcQ'

ACCESS_TOKEN_SECRET = '16g3ztS5pMz5i62WvovPyrAAjRFczKIHEmY' H a rd CO d = d

# Innocent looking variable, but shady looking dict key with a high
# entropy value. S eC rets

INNOCENT_DICT = {'secretl': '080NhgsbKahKngioQdv7'}

# Safely defined variable, that's a false positive
API_TOKEN_PASSWORD_KEY = os.getenv('SECRETS_API_TOKEN_PASSWORD_KEY') # nosec

def check_password(password):

# Comparison with a high entropy string

if password == 'FMwoP5Bg@FZiIkLRgoaj"':
return True

# List with high entropy strings

elif password in ['ZzjpTWRe9SnidDb7d2MR', 'pmHFdYrNYvOVQWqYjDgL']:
return True

return False

# Function definition with a shady looking kwarg and a high

# entropy value.

def call_api(api_key="07fopdjCQ8uoXbpaVEax'):
# function call with an argument with high entropy.
expiration = api.call(api_key, 'Mqggk650sbzRYESUD47hd")
# function call with a high entropy string, but a safe
# looking caller and a safe looking variable target
expiration = expiration.strftime(' %Y¥medTHHEMESZ ')






EC2 instances

service-a

service-b

service-Cc




EC2 instances

1]

service-a

=
=




EC2 instances

I— .

service-a

e
=




Confidant

repo a

repo b

dynamodb confidant

EC2 instances

service-a

=
=




token = kms_client.encrypt( _
Keyld=‘alias/authnz’, KMS Auth Token
Plaintext=(
{*not_before”:“20160613T1000002";
“’not_after’:¥*20160613T110000Z2”}’
);
EncryptionContext={
‘from’: ‘service-a’,
‘to’: ‘service-b’,
‘user_type’: ‘service’
}
)[‘CiphertextBlob’]




‘confidant-authnz-encrypt’: .
Version: 2012-10-17°
Statement:

- Action:
- ‘kms:Encrypt’
Effect: ‘Allow’
Resource: ‘arn:aws:kms:us-east-1:1234:key/...]
Condition:
StringEquals:
‘kms:EncryptionContext:from’: ‘service-a‘
‘kms:EncryptionContext:user type’: ‘service’
StringlLike:
‘kms:EncryptionContext:to’: “*’



‘confidant-authnz-decrypt’: .
Version: 2012-10-17" |IAM policy

Statement:
- Action:
- ‘kims:Decrypt’
Effect: ‘Allow’
Resource: ‘arn:aws:kms:us-east-1:1234:key/...’
Condition:
StringEquals:
‘kms:EncryptionContext:to’: ‘confidant-production’
‘kms:EncryptionContext:user_type’: “*’
StringlLike:
‘kms:EncryptionContext:from’: “*’



Service to service auth

from: serviceA
to: serviceB
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User to service auth

from: alice
to: confidant
user_type: user

confidant




# Shady looking variables, with high entropy values
ACCESS_TOKEN = "AKIA1WxxtmzKD78tmCP8tIcQ'
ACCESS_TOKEN_SECRET = '16g3ztS5pMz5162WvovPyrAAjRfczKIHtmv'

# Innocent looking variable, but shady looking dict key with a high
# entropy value.
INNOCENT_DICT = {'secretl': '"08@NhgsbKahKnqgioQdv7'}

# Safely defined variable, that's a false positive
API_TOKEN_PASSWORD_KEY = os.getenv('SECRETS_API_TOKEN_PASSWORD_KEY') # nosec

def check_password(password):

# Comparison with a high entropy string

if password == 'FMwoP5Bg@OFZiIkLRgoaj':
return True

# List with high entropy strings

elif password in ['ZzjpTWRe9SnidDb7d2MR', 'pmHFdYrNYvOVQWqYjDgL']:
return True

return False

# Function definition with a shady looking kwarg and a high

# entropy value.

def call_api(api_key="07fopdjCQ8uoXbpaVEax'):
# function call with an argument with high entropy.
expiration = api.call(api_key, 'Mqggk650sbzRYESUD47hd")
# function call with a high entropy string, but a safe
# looking caller and a safe looking variable target
expiration = expiration.strftime(' %Y¥m¥dTXHEMHSZ ')



Run metrics:
Total lines of code: 35
Total lines skipped (#nosec): 1
Total issues (by severity):
Undefined: @
Low: 4
Medium: @
High: 4
Total issues (by confidence):
Undefined: @
Low: 3
Medium: 2
High: 3

Test results:

>> Issue: [high_entropy_assign] Possible hardcoded secret(s) 'AKIA...tIcQ'.
Severity: High Confidence: High
Location: examples/evil.py:6

6 ACCESS_TOKEN = 'AKIA1WxxtmzKD78tmCP8tIcQ'

>> Issue: [high_entropy_assign] Possible hardcoded secret(s) 'l16g3...Htmv'.
Severity: High Confidence: High
Location: examples/evil.py:7

7 ACCESS_TOKEN_SECRET = '16g3ztS5pMz5162WvovPyrAAjRfczKIHtmv'

>> Issue: [high_entropy_assign] Possible hardcoded secret(s) 'FMwo...goaj'.
Severity: High Confidence: High
Location: examples/evil.py:19

19 if password == 'FMwoP5Bg@FZiIkLRgoaj':
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